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s.unt.eduAbstra
t. Mobile Agents are being proposed for an in
reasing varietyof appli
ations. Distan
e Ve
tor Routing (DVR) is an example of oneappli
ation that 
an bene�t from an agent-based approa
h. DVR algo-rithms, su
h as RIP, have been shown to 
ause 
onsiderable network re-sour
e overhead due to the large number of messages generated at ea
hhost/router throughout the route update pro
ess. Many of these mes-sages are wasteful sin
e they do not 
ontribute to the route dis
overypro
ess. However, in an agent-based solution, the number of messagesis bounded by the number of agents in the system. In this paper, wepresent an agent-based solution to DVR. In addition, we will des
ribeagent migration strategies that improve the performan
e of the routedis
overy pro
ess, namely Random Walk and Stru
tured Walk.1 Introdu
tionRouting, the pro
ess of sele
ting a 
ommuni
ation path over whi
h data 
anbe sent in a network, is an important aspe
t of a 
ommuni
ation network asit a�e
ts many other 
hara
teristi
s of the network performan
e. Most of the
onventional routing algorithms are based on either of the two shortest pathrouting strategies, namely, Distan
e Ve
tor Routing or Link State Routing. Thispaper fo
uses on Distan
e Ve
tor Routing (DVR), an iterative, asyn
hronousand 
ompletely distributed routing algorithm [2℄. Certain implementations ofDVR su
h as RIP (Routing Information Proto
ol) are used widely in manynetworks [4℄ as they 
an be easily 
on�gured and maintained [9℄. However, it hasbeen shown [3℄ that a large number of update messages ex
hanged by adja
entnodes in a network 
onstitute 
onsiderable resour
e overhead. This overhead isin
ated due to the fa
t that many of these messages have little or no e�e
t onthe route dis
overy pro
ess. Redu
ing the resour
e overhead may allow for DVR-
lass algorithms to be deployed in a wide range of networks (wireless, ad-ho
)whi
h require a simple routing proto
ol due to limited availability of resour
es(memory, bandwidth). Motivated by the need to redu
e the resour
e overheadasso
iated with DVR, and following re
ent developments in ant routing [2℄, a newimplementation of DVR using an agent-based paradigm known as Agent-BasedDistan
e Ve
tor Routing (ADVR) has been developed.Agents, Software Agents, Intelligent Mobile Agents, and Softbots are terms,whi
h des
ribe the 
on
ept of mobile 
omputing or mobile 
ode ([12℄, [11℄). The
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ted attention from many �elds of 
omputers
ien
e. The appeal of mobile agents is quite alluring - mobile agents roamingthe Internet 
ould sear
h for information, meet and intera
t with other agentsthat roam the network or remain bound to a parti
ular ma
hine. Agents arebeing used or proposed for an in
reasingly wide variety of appli
ations, rangingfrom 
omparatively small systems to large, open, 
omplex real time systems.The agent paradigm o�ers a ri
h repertoire of features and lends itself to theformulation of solutions to 
omputational problems in large distributed infras-tru
tures. In these types of appli
ations, knowledge of node-based parameters isoften essential to make rational de
isions. Load balan
ing and network routingare typi
al examples of su
h appli
ations. To eÆ
iently route pa
kets through alarge 
ommuni
ation network, the 
onstituent network nodes may require topol-ogy information for generating the routing maps or routing tables [7℄.In Se
tion 2, a brief overview of DVR is given along with an overview ofdi�erent agent movement strategies. The various tools used to simulate the net-work environment are presented in Se
tion 3. Se
tion 4 gives a detailed analysisof experiments and results. Se
tion 5 provides a summary of the paper alongwith the s
ope of future work with respe
t to the utility of agents in distributednetworks.2 Agents in DVRDistan
e ve
tor routing (DVR) algorithms ex
hange a metri
 that representsthe distan
e from a node ni to any destination nj . Distan
e is a generalized
on
ept [5℄, whi
h may in
lude (but is not limited to) transmission delay on alink, monetary 
ost of traversing a link, resour
e reservation in sending messages,se
urity level of links/nodes, or reliability measures. In most implementations ofDVR this information (metri
) is ex
hanged among adja
ent nodes in the formof triggered updates, whi
h is initiated when there is a 
hange in the routingtable of one of the neighboring nodes. After re
eiving the update informationfrom a neighboring node, a node ni updates its own routing table in the followingmanner: D(i; j) = �0 8 i = jmin[d(i; k) +D(k; j)℄ 8 nk adja
ent to ni (1)where D(i; j) represents the metri
 of the best route from node ni to node nj
urrently known to ni. d(i; k) represents the 
ost of traversing the link from nodeni to node nk Any node ni that re
eives D(k; j) from a neighbor nk, 
omputesD(i; j) and integrates this value in its routing table. When the routing tableof ni is updated, it propagates this 
hange to all its neighbors, whi
h in turnperform the same algorithm. Therefore, an update in one routing table 
an 
ausea sequen
e of update messages in nodes throughout the entire network.While the message a
tivity in 
onventional DVR 
an es
alate to 
onsumesigni�
ant amounts of network resour
es, the number of messages in ADVR isbounded by the number of 
onstituent agents in the network. In ADVR, the
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Fig. 1. Agent Behaviorex
hange of the metri
s and the pro
ess of route dis
overy moves from the nodesto the agents [7℄. Hen
e in this approa
h, the route dis
overy is manifested inthe movement of agents 
arrying routing information from one node to anotherrather than the propagation of individual update messages. An agent 
an beformally des
ribed as: �(i; x; y; Rx; 
)where � is an Agent with ID i migrating from node nx to node ny, 
arryingthe routing table Rx of nx and using the migration strategy 
 to move amongadja
ent nodes.In ADVR, agents start at arbitrary nodes and migrate to adja
ent nodesusing 
 as shown by Figure 1. On arriving at a node ny, an agent �(i; x; y; Rx; 
)updates the routing table Ry based on the following equation:D(y; j) = min(D(y; j); [d(y; x) +D(x; j)℄) 8 nj 
arried in the agent (2)where D(x; j) is an entry in Rx. While equation(2) is based on equation(1), it isperformed less frequently in ADVR as 
ompared to DVR. The agent then sele
tsRi and migrates to an adja
ent node using migration strategy 
.2.1 Agent Migration Strategies (
)It has been shown in the previous se
tion that, in ADVR, agents migrate amongnodes, thereby establishing routes for every pair of nodes in the network in adistributed way. Hen
e, the eÆ
ien
y of ADVR, in terms of the route dis
overy,is 
hara
terized by the migration strategy of the agents. It is important thatthe agents migrate intelligently, sin
e an imprudent strategy 
an severely af-fe
t the performan
e of ADVR. To demonstrate this fa
t 
onsider the followingexample of a three node ring graph as shown in Figure 2, with the followingmigration strategy: While migrating from a node ni, the agent sele
ts any nodefrom a pool of nodes adja
ent to the ni at random. However, the agent willrefrain from reversing its dire
tion. This strategy assumes that a node wouldnot bene�t from 
onse
utive visitations. Intuitively, this strategy would avoidlooping between two immediately adja
ent nodes. However, this may introdu
ean indire
t looping problem, sin
e, the agent will be for
ed into a loop (step T2! step T3 ! step T1 : : :) not allowing ADVR to 
onverge (see Figure 2). Ingeneral, deploying this s
heme for any network topology may 
ause unne
essarylooping and thus degrade the performan
e. Therefore, migration strategies for
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hosen 
arefully, as it might have severe side e�e
ts. An agentmigration strategy(
) 
an be formally des
ribed as 
rw(x; y; f(�)) where 
 is thestrategy to migrate from a node nx to node ny using the fun
tion f(�) to se-le
t ny. Di�erent agent migration strategies 
an be formulated by 
hanging f(�).This paper proposes two migration strategies, namely, Random Walk (
rw) andStru
tured Walk (
sw).A Random Walk (
rw) is an agent migration strategy in whi
h f(�) is a ran-dom fun
tion sele
ting an adja
ent node ny from a pool of nodes immediatelyadja
ent to nx. A Random Walk is a useful migration strategy due to its sim-pli
ity. It has been shown that, due to its probabilisti
 nature, a Random Walkwill visit all nodes and edges (given in�nite time) in a network thereby 
ausingthe system to 
onverge [8℄.A Stru
tured Walk is a movement strategy whi
h exhibits a deterministi
behavior based on some 
riteria, su
h as 
ongestion levels, topologi
al informa-tion, and past visitations. In a Stru
tured Walk (
sw), f(�) is a fun
tion thatsele
ts a node ny for migration su
h that ny satis�es the 
ondition of minimizingor maximizing some de
ision 
riteria. For example, a Stru
tured Walk may usemin(�) as a de
ision 
riterion, where � represents the frequen
y of node visita-tions by an agent. EÆ
ien
y of the Stru
tured Walk depends on the 
al
ulationof � for every node. In what follow, we des
ribe three di�erent ways for 
al
u-lating �, based on visitation of nodes, visitation of edges and a 
ombination ofboth (Least First Walk).When the sele
tion 
riterion (fNode(�)) for � is the number of node visitations,we refer to it as a Stru
tured Walk on Nodes. In this 
ase, upon visiting a nodenx, the agent in
rements the visit 
ount �x of that node. At the time of migrationof the agent from a node ny to its neighbor, the agent sele
ts the adja
ent nodenz whi
h has �z = min[�i℄ 8 ni adja
ent to ny. When there is more than onenode with the same min(�), the agent sele
ts one at random. This s
heme relieson the assumption that a node with fewer visitations will dis
over more routeswhen visited.When the sele
tion 
riteria (fEdge(�)) for � is edge visitations, we refer to itas a Stru
tured Walk on Edges. Whenever an agent traverses an undire
ted edgexy, 
onne
ting nodes nx and ny, it in
rements the visitation 
ount �xy. At thetime of migrating from a node ny to its neighbor, the agent sele
ts an adja
entnode nz for whi
h the 
onne
ting edge has a minimum �, i.e. �yz = min[�yi℄ 8
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ent to ny. As with fNode(�), multiple min(�) are resolved at random.Intuitively, a Stru
tured Walk on nodes might improve route dis
overy, sin
e inevery step, the agent moves to a node that is either unvisited or least visited.This however may not be true, sin
e route dis
overy involves �nding the shortestpath between nodes. Hen
e, it is important to explore all the paths that exist,making it bene�
ial to traverse all the edges (Stru
tured Walk on Edges) in thenetwork.A 
ombination of the above mentioned methods is referred to as a Stru
-tured Least First Walk (fLFW (�)). This strategy is a slight modi�
ation to theStru
tured Walk on Edges. Whenever an agent traverses a node or an edge, itin
rements the respe
tive visitation 
ounts. At the time of migration from a nodeny to its neighbor, the agent sele
ts an adja
ent node nz for whi
h the sum ofthe visitation 
ounts �z of that node and the visitation 
ount of the 
onne
tingedge �yz is minimum. This is formally expressed as:�lfwyz = �z + �yz�lfwyz = min[�lfwyi ℄ 8 ni adja
ent to nyStru
tured Least First Walk will aid multiple agents to 
oordinate their a
-tions when traversing the network. Stru
tured Least First Walk has been usedfor the experiments 
ondu
ted as a part of the analysis of the ADVR.3 Experimental DesignIn this se
tion, we des
ribe our simulation environment and present the results ofour experiments. The experiments fo
ussed on providing a 
omparative analysisof ADVR vs. DVR. The simulation results indi
ate that agents with the mostrudimentary of intelligen
e will bring the network to a 
onne
ted/
onvergedstate. In addition, it is evident that although single agent systems will bring thenetwork to a 
onne
ted/
onverged state, multi-agent systems will take advantageof intrinsi
 parallelism and improve the 
onne
tion/
onvergen
e pattern. Thedesign and deployment of smarter agents improves the 
onne
tivity/
onvergen
epattern, however, 
are must be taken when 
hoosing an agent migration strategy.Our performan
e analysis was based on the following 
riteria:{ Conne
tivity : The state of a network when every node in the network hasdis
overed a path/route to every other node.{ Convergen
e : The state of the network when every node knows the optimalpath (minimum 
ost) to every other node.{ Message EÆ
ien
y : The proportion of messages that 
ause an update ofrouting tables.3.1 ToolsTo investigate the properties of agents in DVR, an event driven simulator andgraph generator have been 
onstru
ted. The simulator is based on an obje
t-oriented paradigm [13℄ and in
ludes methods methods for DVR, single agent



6 Kaizar A. Amin, John T. Mayes and Armin R. MiklerADVR and multi-agent ADVR. The simulation model, as depi
ted by Figure 3,
ontains the following obje
ts:{ Simulator - simulation engine for s
heduling and dispat
hing events.{ Graph - 
ontainer obje
t that supplies a global view of all verti
es and edges.{ Vertex - representation of a node/router that provides a routing table andmethods for DVR.{ Edge - representation of a physi
al link between two verti
es with an asso-
iated link 
ost.{ Agent - representation of a single agent 
ontaining methods for ADVR.{ Events - (Graph, Vertex, Edge and Agent Events) wrapper obje
ts fa
ilitat-ing 
ommuni
ation between the respe
tive obje
ts and the simulator.

Fig. 3. Simulation ModelA network is represented as a graph G(V;E) that is generated by the graph gen-erator. The graph generator 
onstru
ts pseudo-random, 
onne
ted, undire
tedgraphs with V nodes and E edges, given a random seed as input. A graphG(V;E) is generated in a two step pro
ess. First, the graph generator builds arandom spanning tree 
ontaining jV j � 1 edges as shown by Figure 4 lines 7 -11, hen
e ensuring that the graph is 
onne
ted. Se
ondly, it adds e � (jV j � 1)random edges from S � E[G℄, where S = fu � vju 6= v;u; v 2 V g, to makee edges in total. Features to 
ontrol the average node degree of G, Æ(G), havebeen implemented, however, the details of the features of the graph generatorare beyond the s
ope of this paper.3.2 ExperimentsIn the experiments 
ondu
ted, we have made 
ertain underlying assumptions.We assume the network to be stable, i.e. edges and nodes are neither addednor deleted. The analysis does not 
over the performan
e of the network after
onvergen
e of routing tables. The results of experiments that address link ornode failure are beyond the s
ope of this paper and are dis
ussed elsewhere.
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onsider triggered updates. However, timedupdates will in
rease the resour
e overhead and further redu
e the performan
eof DVR. Agent population is assumed to be stati
. Our experiments are basedon three types of networks, namely small, medium and large. Small networkshave 25 nodes, medium sized networks have 60 nodes and large networks have100 nodes. Density of the network is de�ned by the number of links. A densenetwork (G(V;E)) has number of bidire
tional links jEj 
loser to V 2�V2 whereas,a sparse graph has links 
loser to jV j. Simulations were parameterized on thebasis of network size, network density and simulation type (DVR or ADVR).From equation(2), we see that an agent updates a routing table only if it hasa lower 
ost to the destination. Therefore, on every update ADVR will bring therouting table 
loser to 
onvergen
e. ADVR is 
hara
terized by redu
ed 
on
ur-ren
y, as 
ompared to DVR. The degree of 
on
urren
y in ADVR is bounded bythe number of 
onstituent agents. Figure 5a 
ompares the 
onvergen
e patternof DVR vs. ADVR with di�erent number of agents. DVR has a better initial
onvergen
e than ADVR, whi
h is a explained by the fa
t that DVR broad-
asts messages to all its neighbors. On the other hand, ADVR is marked bythe migration of agents whi
h restri
t the parallelism to the number of agentsin the network. Hen
e the initial 
onvergen
e rate for ADVR is proportionalto the number of agents. Further, we observe that although the agents have aslow initial 
onvergen
e, they 
ompensate for it with their intelligent migrationstrategy. An important aspe
t for ADVR 
onvergen
e is the agent population.Sin
e the number of agents di
tate the degree of parallelism of the algorithm,a large number of agents would exhibit better performan
e. However, the re-
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e overhead in
reases proportionally with the size of the agent population.Therefore, performan
e and resour
e overhead 
onstitute a tradeo� that must be
arefully balan
ed by sele
ting an appropriate agent population. A 
hara
teristi
of ADVR performan
e is the long 
onvergen
e tail. This tail is due to the fa
tthat there may be a small number of nodes in the network that have not yet
onverged. Their routing tables re
e
t a 
ost that deviates from optimal by Æ.The agents migrate among nodes until the network has 
onverged. The size ofthe 
onvergen
e tail is inversely proportional to the number of agents in the net-work. While this appears to be a drawba
k, in a realisti
 network environment,the total routing 
ost exhibit 
u
tuations larger than Æ.Route dis
overy plays an important role in network performan
e with respe
tto fault toleran
e. Hen
e, it is 
ru
ial to evaluate any routing algorithm withrespe
t to the speed at whi
h routes between any two nodes 
an be obtained.Figure 5b depi
ts ADVR's progress in identifying routes in the network. Theroute dis
overy pro
ess for ADVR improves with an in
rease in the number ofagents by exploiting 
on
urren
y.As mentioned earlier, this paper aims at redu
ing the message overheadin
urred by DVR. The large number of messages generated by DVR 
an beattributed to the highly 
on
urrent and 
ompletely asyn
hronous behavior ofDVR. In ADVR, the number of messages in the network is bounded by thenumber of 
onstituent agents. Figure 5
 
ompares the message eÆ
ien
y for thetwo approa
hes. It indi
ates that the proportion of e�e
tive messages in ADVRis signi�
antly higher as 
ompared to DVR. Therefore, ADVR is suitable forwireless networks, with low resour
e (bandwidth) availability [10℄. Intuitively,redu
ing the 
on
urren
y in an algorithm, redu
es its performan
e. However,an appropriate migration strategy will improve the message eÆ
ien
y, hen
e,ADVR 
an a
hieve superior performan
e with only 
 agents (
 � n, where n isthe number of nodes in the network).As shown in Figure 2 that agent migration strategies 
an 
ause 
onsiderableside e�e
ts thereby delaying 
onvergen
e of ADVR. Both, Random Walk andStru
tured Walk, 
an be applied to di�erent 
lasses of appli
ations. While it 
anbe shown that the two s
hemes yield 
omparable 
onvergen
e, Stru
tured Walkoutperforms Random Walk migration with respe
t to the rate of route dis
overy(see Figure 5d). Therefore, a Stru
tured Walk 
an be used in networks whereearly route dis
overy is 
ru
ial whereas, a Random Walk is appli
able in systemswhi
h require a simple implementation.4 Summary and Future WorkIn this paper, we have des
ribed an agent-based paradigm for a Distan
e Ve
torRouting s
heme (ADVR). In ADVR, intelligent mobile agents are the prin
iple
arriers of update messages transmitted between routers for the purpose of route
omputation. One of the major disadvantages of 
onventional implementationsof distan
e ve
tor routing algorithms is that their 
orresponding resour
e over-head is generally unbounded. That is, the overhead due to update messages will
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rease proportionally with the size of the network. In the proposed ADVR, themessages are repla
ed by a population of agents. Hen
e, the overhead is boundedby the number of agents. However, by limiting the number of agents in orderto 
ontrol resour
e overhead, the degree of 
on
urren
y whi
h the algorithm
an employ is restri
ted as well. We have 
ondu
ted a number of experimentsto analyze the performan
e of an agent-based distan
e ve
tor routing s
heme.In parti
ular, we have fo
used on agent migration strategies, agent population,
onvergen
e behavior, route dis
overy and message eÆ
ien
y.This paper has introdu
ed the 
on
ept of a Stru
ture Walk during whi
hagents utilize spe
i�
 runtime information whi
h allows the agent(s) to migratethrough large parts of the network eÆ
iently. We have provided an exampleto demonstrate the signi�
an
e of 
hoosing an appropriate migration strategyto guarantee route table 
onvergen
e. Through a number of 
arefully designedexperiments, we have shown the quantitative improvements in route dis
overy
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ost 
onvergen
e by in
reasing the number of agents in the 
onstituent agentpopulation. The 
onvergen
e behavior, as well as the rate at whi
h new routes
an be dis
overed, have been 
ompared to a 
onventional implementation ofdistan
e ve
tor routing. Last but not least, we have quanti�ed and 
omparedthe message eÆ
ien
y of ADVR and DVR.Ongoing resear
h is fo
using on fault tolerant routing in dynami
 networks,ta
kling the Counting to In�nity Problem, and exploitation of dynami
 agentpopulation. While these issues are 
ertainly important, their dis
ussion was be-yond the s
ope of this paper and will appear in a future publi
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